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▪ Computer Crime

▪ Digital Forensic

▪ Digital Evidence

▪ Preservation of Digital Evidence

▪ Computer Forensic Steps

▪ SysAdmin and Network Admin roles 

as First Responder
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Type of Computer Crimes
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Computer Forensics in Today’s World

▪ Forensic Computing: the science of capturing,
processing, and investigating data from computers
using a methodology whereby any evidence
discovered is acceptable in the court of law.

Cyber Crime: cybercrime is a term used to describe
criminal activity in which a computer or network is a
tool, a target, or a place of criminal activity.
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Computer as tools Vs. Computer as target



Digital Forensic Types
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Digital Evidence

 Digital evidence is any information of probative value that is 
either stored or transmitted in a digital form. 

 Digital evidence is found in: 

 Network traffic

 OS system files (event, task, process …) 

 Server logs 

 Emails

Internet browser histories (Caches, Cookies) 

 DB files

Memory and Storage

 Graphic, Audio and video files
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Characteristics of Digital Evidence

 Characteristics of Digital Evidence

 Believable

Admissible

Authentic

 Reliable 

 Complete

 Innocence
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Digital Evidence

 Type of digital Evidence  

 Volatile   (running processes)

 Transient  (open network connection)

 Fragile     (last file access)

Archival  

 Backup
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First Responder

 First responder is a person who arrives first at the

crime scene and accesses the victim’s computer system

after the incident

 System or network administrator

 Responsible for protecting, integrating, and preserving

the evidence obtained from the crime scene



First Responder

 Roles of First Responder

 Identifying  the crime scene

 Protecting the crime scene

 Preserving temporary evidence

 Collecting  the complete information

 Documenting all finding 



Pre-Incident Preparation
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▪ Incident response is reactive in nature. 

▪ The pre-incident preparation phase is the proactive and is
establishing policies, and procedures to manage and respond to
security incidents BEFORE you need them.

▪ Administrator of an organization consider the following 
strategies:  

 Organizing the networks and assets

 Deploying sensors to data gathering 

 Training end users

 Employing an IDS

 Creating strong access control

 Ensuring backups are performed on 
a regular basis

Policy vs. Mechanism



Common indicators of a computer security incident

▪ IDS Detection of Remote Attacks

▪ Numerous Failed Logon 
Attempts

▪ Login into Dormant or Default 
Accounts

▪ System Crash

▪ New Accounts not Created by 
SysAdmin

▪ Gaps in Log files 
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▪ Alter Pages on Webservers

▪ Slower System Performance

▪ Receipt of emails extorting 
your Organizations

▪ Unfamiliar files or executable 
programs

▪ Activity during non-working 
Hours



First Responder Common Mistakes

▪ Shutting down or rebooting the victim’s computer: In this
case, the system loses the complete volatile data, such as MAC
time and log files, shuts down processes running when shutting
down and rebooting.

▪ Assuming that some components of the victim’s computer
may be reliable and usable: In this case, using some
commands on the victim’s computer may activate Trojans,
malware, and time bombs to delete vital volatile data.
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Volatile Information

▪ The system date and time

▪ The applications currently running on the system

▪ The currently established network connections

▪ The currently open sockets (ports)

▪ The applications listening on the open sockets

▪ The state of the network interface (promiscuous or not)

15

This information can be collected when a computer system is still powered on and running



Initial response checklist

▪ Initial response checklist to make sure you record 
the pertinent facts. 

▪ Current time and date

▪ Who/what reported the incident

▪ The nature of the incident

▪ When the incident occurred

▪ Hardware/software involved

▪ Points of contact for involved personnel
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First Step-Preparation
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First Step-Preparation

▪ Expand the default logging capabilities so that you’ll have
plenty of data to review in the event of an incident.

▪ Unix-like OS: 

▪ Syslog:   auth.info /var/log/syslog       or      *.* /var/log/syslog

▪ Window OS: C:\WINDOWS\system32\config\

▪ Enabling Security Auditing

▪ Auditing File and Directory Actions

▪ Setting Up Remote Logging
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▪ Increasing or Enabling Secure Audit Logging



First Step-Preparation

▪ Configuring Application Logging 

Advanced Logging IIS

Advanced Logging Apache

- var/log/httpd/
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First Step-Preparation

▪ Audit Policy Setting



▪ System time

▪ Logged-on user(s)

▪ Open files, Ports

▪ Detect Backdoors

▪ Network information

▪ Network connections

▪ Running Process information

▪ Process-to-port mapping

▪ Running program information 

▪ Network status

▪ Service/driver information

▪ Command history

▪ Script 

▪ Autoruns

▪ Modification, creation and 
access time of all files
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What Data to Collect?

Second Step-Data Collection



Second Step-Data Collection
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Logs in Windows

▪ Event viewer C:\WINDOWS\system32\config

▪Security - Logs related to various authentication requests, failed 
and successful logins.

▪Application - System components logs and other logs related to 
drivers.

▪System - Logs created by the operating system, status change of 
the various services, and uptime.

▪Setup - Logs regarding updates and installs on your Windows 
system.

 Useful commands: cmd.exe, Netstat, Arp, ipconfig
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Logs in Linux

▪ /var/log/auth.log or /var/log/secure: Keep authentication logs for 
both successful or failed logins, and authentication processes. 

▪ /var/log/boot.log: start-up messages and boot info.

▪ /var/log/maillog or var/log/mail.log: is for mail server logs.

▪ /var/log/kern: keeps in Kernel logs and warning info. 

▪ /var/log/dmesg: a repository for device driver messages. 

▪ /var/log/faillog: records info on failed logins. 
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Logs in Networks

▪Network-based logs includes information obtained 
from the following sources:

▪ IDS/IPS logs

▪Monitoring logs

▪ Web Servers Logs(IIS, Apache, NginX)

▪Router&Switch logs

▪ Firewall logs(Network Firewall, WAF, OS Firewall)

▪ Authentication servers

29



Other Important Logs

▪ Application Logs

▪ DB Log

▪ USB Log

▪ Email Log
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Common Tools to Digital Forensic

▪ Wireshark and NetworkMiner to Network Forensic

▪ Network Mapper (NMAP) is one of the digital forensics services for
network scanning and auditing

▪ The Sleuth Kit extracts data from hard disk drives and other types of
storage media.

▪ Volatility is a memory forensics framework that allows you to extract
information directly from the processes that are running on the
computer

▪ Free Hex Editor Neo is one of the top database forensic tools for
handling large files
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Questions ?

Thanks for your Attention


