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14% are zero-day (published before the vendors release the patch), 23% are published within a week after
the patch release and 50% are published within a month after the patch release. On average, an exploit is
published 37 days after the patch is released. Patch as soon as possible - the risk of a vulnerability being
exploited increases quickly after vendors release the patches.
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More than half of known network vulnerabilities found in 2021 were found to be
lacking a patch. Plus, 68 percent of organizations impacted by ransomware did
not have an effective vulnerability and patch management process, and many had
a high dependence on manual processes versus automated patching capabilities.
With today’s threat landscape, it was only a matter of time before this zero-day
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60% of data breaches are attributed to poor patch
management

The average time to apply, test and fully deploy patches is 97
days. The findings reveal the difficulties in keeping endpoints
effectively patched.
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Patch management process

Doa basellne Categorlze Test ] Identlfy Run
inventory by risk patches | ] endpoints apilot
and priority

Standardize Setupa Gather patch, Review patch Document
software test lab vulnerability and management pre- and post-
versions environment test information plan patching states
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