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Zero Days or 0-days
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Zero Days or 0-days

¢ Stay Updated

¢ Implement Defense-in-Depth
¢ Network Segmentation

¢ Application Whitelisting:

¢ Deploy IDS and IPS solutions

¢ Participate in bug bounty programs
$ ...
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Common Vulnerabilities and Exposures

CVE-2020-25824



CVEID

Common Vulnerabilities and Exposures

CVE-2020-25824

-

Year Assigned number



B cocemon & CVE Format 0 -

Common Vulnerabilities and Exposures ax » =8

Go to for:
I CWSS Scores
CPE Info

Full-Screen View

« = @ cve.mitre.org/cgi-bin/cvename.cgi?name=(

CVE-ID

CVE-2020-25824 lLearn more at National Vulnerability Database (NVD)
+ CVSS Severity Rating # Fix Information » Vulnerable Software Versions = SCAP Mappings « CPE Information

Description

Telegram Desktop through 2.4.2 does not require passcode entry upon pushing the Export key within the Export Telegram Data wizard. The threat model is a victim who has voluntarily opened
Export Wizard but is then distracted. An attacker then approaches the unattended desktop and pushes the Export key. This attacker may consequently gain access to all chat conversation and
media files.

References
MNote: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

+ GENTOO:GLSA-202101-24

= URL:https://security.gentoo.org/glsa/202101-34

= MISC:https://github.com/soheilsamanabadi/vulnerability/blob/main/Telegram-Desktop-CVE-2020-25824
= MISC:https://github.com/telegramdesktop/tdesktop/releases/tag/v2.4.3

» MISC:https://www.Telegram.org

Assigning CNA
MITRE Corporation

Date Record Created

20200923 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discoverad,
shared with the affected vendor, publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20200923)

Votes (Legacy)

Comments (Legacy)




CVE Format
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CVE Format
- Common Vulnerabilities and Exposures

Telegram Desktop through - ves not require passco =Y zard. The thr n who has y opened

d but is then distracted. An attacker then appn ;. rsation and

<Problem> in <Version> of <Product> result aoDJ (O xand g
in <Impact> when exposed to <Attack> Description
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References

ences are provided for the convenience of the reader to help distinguish betwesn vulnerabilities. The list is not intended to be complete.




CVE Format
- Common Vulnerabilities and Exposures

20200923 y ocated or , and does not ne




NlSr' "~ NATIONAL VULNERABILITY
NAVI'I()N.;\L INSTITUTE DATABASE

OF S‘T,--\N[),\Rl)s AND
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UNITED STATES DEPARTMENT OF COMMERCE

100 Burean Drive
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B NVD - cve-2020-1472 x + Netlogon é“b 6ﬁi’~“w\"
C CVE-2020-1472

@ nvd.nist.gov/vuln/detail/cve-2020-1472

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

1KCVE-2020-1472 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. Itis awaiting reanalysis which may result in further changes to

the information provided.

Current Description

An elevation of privilege vulnerability exists when an attacker establishes a vulnerable Metlogon secure channel connection to a domain
controller, using the Metlogon Remote Protocol (M3-MRPC), aka 'Metlogon Elevation of Privilege Vulnerability"

+\iew Analysis Description

Seuerity CVS5 Version 3.x CVS5 Version 2.0

CVS5 3.x Severity and Metrics:

QUICKINFO

CVE Dictionary Entry:
CVE-2020-1472

NVD Published Date:
08/17/2020

NVD Last Modified:
12/24/2020

Source:

Microsoft Corporation

Link:
https://nvd.nist.gov/vuln/detail/cve-2020-1472

@ NIST: NVD Base Score: [T Vector: CVSS:3.1/AV-N/AC:L/PR:N/UIN/S:C/C:H/I:H/AH

NVD Analysts use publicly avalloble Information to ossoclate vector strings and CVSS scores. We also display any CVSS Information provided within the


https://nvd.nist.gov/vuln/detail/cve-2020-1472

* ~
ﬁfﬂw' 4> 49 g g0 003 (o CVSS 3, luibi! polusl s Lo g y34hs romms] 30 i ®

W e e .

Common Vulnerability Scoring System

CVSS v2.0 Ratings CVSS v3.0 Ratings
Low 0.0-3.9 | ow 0.1-39
4069 4069
m 7.0-10.0 7.0-89

Cntical 9.0-10.0




Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
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PrintNightmare
CVE-2021-1675

MS Exchange
CVE-2021-27065

STUXNET

CVE-2010-2772
CVSS: 6.9

Recent high-impact CVES

o0

EternalBlue
BLUEKEEP CVE-2017-0144
CVE-2019-0708

BLUEKEEP

Zerologon
CVE-2020-1472

\ Shellshock
CVE-2014-6271

Sunburst
CVE-2021-25275

CVSSv3:7.8

»°

e N
Ko
e \
ey
- & N
A%
X0 |<:f. g




ol spladl 5Ky b 4o
ol 31 il Gl glaolliws
Ve gyl U ool il glojlw ¥

d

S PN eww!| po4to L GleMb| g,9L8

oo ;5 (5N ye 5 15 iy, &S
ol Aol (9 LT cn!



@ CVE security vulnerability databz X + ll l T . “JB ! * Q = *
« => @ cvedetails.com @ﬁ’ W o e dﬁ T B &

CVE Details https://www.cvedetails.com/ | [ Seman |

. . . (e.g.: CVE-2009-1234 or 2010-1234 c—zn-_c-_z3:;-| || View CVE |
The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & Widgets"e‘" www.itsecdb.com

Switch to https:/f

Home

Browse : .
Vendors CI'Ck HGFE! SEBrCh
Products

Wulnerabilities By Date

WYulnerabilities By Type
Reports : Current CVSS Score Distribution For All Vulnerabilities

CWSS Score Report

CWS5 Score Distribution

Distribution of all vulnerabilities by CVS5 Scores Vulnerability Distribution By CV5S5 Scores
Search : CVSS Score/Mumber Of Vulnerabilities Percentage CV55 Score Ranges
Wendor Search 606 0.40 Mo
Product Search ooz P 25000 Wiz
Version Search : M3
" 6911 4.50 32020 3.4
Vulnerability Search e ' 28205
By Microsoft References 3-4 7031 4.50 2
22231 54
Top 50 : 4-5 35990 23.20
18441 g-7
Vendors 5-6 29805 15.20 W
‘-."enjor Cvss Scores 6-7 53331 14.30 =g_g
Products 2-10
32020 20.70 ge11 7021
Product Cvss Scores 808 1082 T40
Wersions 140 0.50 — — —
Other : 18441 11.520
Microsoft Bulletins Total 1544957
Bugtrag Entries Weighted Average CVSS Score: 6.5

CWE Definitions

About & Contact Looking for OVAL {Open Vulnerability and Assessment Language) definitions? http:/ /www.itsecdb.com allows you to view exact details of OVAL{Open Yulnerability and Assessment Language)

Feedback . . - . . i . . .

Cif; HaT definitions and see exactly what you should do to verify a vulnerability. It is fully integrated with cvedetails so yvou will be able to see OWVAL definitions related to a product or a CVE entry.
e . .

ea . Sample CVE entry with OVAL definitions : CVE-2007-09%4

el 00l Cond sl piucam] 5l gaiite slagomains 4 oliws slp ase CVE Details sledlbl oL



https://www.cvedetails.com/
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Common Weakness Enumeration

A Community-Developed List of Software Weakness Types Common Weakness Enumeration

Cowl 000l 3459 49 CWE-862 w60 axd yi1 40 CVE-2020-25824 awliis L ol ,KU 50 ool LS Lsf.bwi :Jbwo sl

Weakness Enumeration

CWE-862 Missing Authorization & NIsT



Rank ID Name Score
[1] |CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting”) 46.82
[2] |CWE-787 |Out-of-bounds Write 46.17
[3] |CWE-Z20 Improper Input Validation 33.47
[4] |CWE-125 |Out-of-bounds Read 26.50
[53] |CWE-119 |Improper Restriction of Operations within the Bounds of a Memory Buffer 23.73
[6] |CWE-89 Improper Neutralization of Special Elements used in an SQL Command ("SQL Injection') 20.69
[7] |CWE-200 |[Exposure of Sensitive Information to an Unauthorized Actor 19.16
[B] |CWE-416 |Use After Free 18.87
[9] ||[CWE-352 |[Cross-Site Request Forgery (CSRF) 17.29
[10] |CWE-78 Improper Neutralization of Special Elements used in an 05 Command ('"O5 Command Injecticn')| 16.44
[11] |CWE-190 |Integer Overflow or Wraparound 15.81
[12] |CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 13.67
[13] |CWE-476 |NULL Pointer Dereference 8.35
[14] |CWE-287 |Improper Authentication 8.17
[15] |CWE-434 |Unrestricted Upload of File with Dangercus Type 7.38
[16] |CWE-732 |Incorrect Permission Assignment for Critical Rescurce 6.95
[17] |CWE-94 Improper Control of Generation of Code ('Cocde Injection’) 6.53
[18] |CWE-522 |Insufficiently Protected Credentials 5.49
[19] |CWE-611 |Improper Restriction of XML External Entity Reference 5.33
[20] |CWE-798 |Use of Hard-cocded Credentials 5.19
[21] |CWE-502 |Deserialization of Untrusted Data 4.93
[22] |CWE-269 |Improper Privilege Management 4.87
[23] |CWE-400 (Uncontrolled Resource Consumpticn 4.14
[24] |CWE-306 |Missing Authentication for Critical Function 3.85
[25] |CWE-862 |Missing Authorization 3.77

Most

TD p Dangerous

Software
Errors

Common Weakness
Enumeration



CWE vs. CVE

Common Weakness Enumeration

6CWE Is a comprehensive catalog of software weaknesses,
while CVE Is a database of specific vulnerabilities that have
been reported and assigned unique identifiers.

¢ CWE focuses on categorizing and describing different types of
weaknesses, whereas CVE focuses on tracking and providing
iInformation about known vulnerabillities.

& Both frameworks are valuable resources for understanding,
addressing, and mitigating software security issues.
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The process of registering a CVE:

. Discovery of Vulnerability: A security researcher, organization, or vendor identifies a vulnerability in software or hardware
through security testing, code analysis, or incident response.

. Vulnerability Reporting: The discovered vulnerability is reported to the relevant vendor or organization responsible for
maintaining the affected product. The report should include detailed information about the vulnerability, its potential impact, and
any supporting evidence.

. Vendor Confirmation and Analysis: The vendor acknowledges the vulnerability report and initiates an investigation. They verify
the reported vulnerability and assess its severity and potential impact on their product or system.

. CVE Assignment: If the vendor confirms the vulnerability and determines it to be a valid security issue, they may request a CVE
identifier from the CVE Numbering Authority (CNA) or directly register it themselves. The CVE identifier is a unique identifier
used to reference the vulnerability.

. Coordination and Disclosure: The vendor, in coordination with the CNA or responsible disclosure guidelines, establishes a
timeline and plan for fixing the vulnerability and releasing a security patch or update. They may also collaborate with the security
researcher who discovered the vulnerability to ensure accurate and timely disclosure.

. Vulnerability Mitigation: The vendor develops a fix or workaround to address the vulnerability. This may involve patching the
affected software, updating firmware, or implementing other mitigating measures to eliminate or reduce the vulnerability's impact.

. Patch Release and Communication: The vendor releases the security patch or update to the affected users or customers.
They communicate the availability of the fix, along with instructions on how to apply it, to ensure users can protect their systems
and mitigate the risk.

. Public Disclosure: Once the patch is available and users have had sufficient time to apply it, the vendor and/or the CNA publicly
disclose the vulnerability, including the CVE identifier, a description of the vulnerability, and information on how to mitigate it. This
promotes transparency and allows the broader security community to be aware of the vulnerability.



OpenCVE

CVE Alerting Platform

SHODAN

Computer Search Engine

Nessus @)
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using and addressing CVEs

. Stay Informed: Stay updated on the latest CVEs by following trusted sources of information

such as security advisories, vulnerability databases, and official announcements from software
vendors, security organizations, and your national Computer Emergency Response Team
(CERT).

. Assess Impact: Understand the impact of a CVE on your systems or organization. Evaluate

the severity, potential attack vectors, and the assets or software that may be affected. This
assessment helps in prioritizing your response efforts.

. Vulnerability Management: Implement a vulnerability management program that includes

scanning and assessing your systems for known vulnerabilities, including those identified by
CVEs. Utilize automated tools or services to identify and track vulnerabilities in your
environment.

. Patch Management: Apply patches and updates provided by software vendors to address the

vulnerabilities associated with CVEs. Prioritize critical and high-severity patches and ensure a
timely deployment process to minimize exposure.

. Mitigation and Workarounds: In cases where patches are not immediately available, consider

implementing temporary mitigations or workarounds to reduce the risk associated with the
CVE. This might involve applying configuration changes, disabling affected features, or
implementing additional security controls.

. Incident Response: Include CVEs as part of your incident response plan. Establish

procedures to detect, respond, and recover from incidents related to known vulnerabilities. This
Includes monitoring for any signs of exploitation and taking appropriate actions to contain and
mitigate any potential impact.

. Security Awareness and Training: Educate your users and staff about the importance of

CVEs, the risks associated with unpatched vulnerabilities, and how to report potential security
issues. Encourage a culture of security awareness and proactive reporting.

. Continuous Monitoring: Maintain ongoing monitoring and scanning of your systems for new
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CNA

CVE Numbering Authority

¢ The CVE Numbering Authority (CNA) is an organization or entity responsible for assigning CVE identifiers to
vulnerabilities. CNAs play a crucial role in the CVE ecosystem by ensuring the proper identification and tracking
of vulnerabilities.

Here are some key points about CNAS:

¢ Role and Responsibilities: CNAs act as the primary point of contact for receiving vulnerability reports,
validating them, and assigning CVE identifiers. They are responsible for coordinating the vulnerability disclosure
process, working with vendors, researchers, and the wider security community.

¢ CVE Assignment: CNAs follow the CVE program's guidelines and rules to assign unique CVE identifiers to
reported vulnerabilities. They maintain a database of assigned CVEs and associated information.

Types of CNAs: There are two types of CNAs:

¢ a. Primary (Root) CNAs: Examples of primary CNAs include MITRE, which is the primary CVE Numbering
Authority, and organizations like Microsoft and Red Hat.

¢ b. Secondary CNAs: These are organizations or entities that have been authorized by a primary CNA to assign
CVEs within a specific scope, such as a particular software product or industry sector. Secondary CNAs help
distribute the CVE assignment workload and cater to specific areas of focus.JPCERT/CC: The Japan Computer
Emergency Response Team Coordination Center (JPCERT/CC) is a secondary CNA responsible for
assigning CVE identifiers to vulnerabilities related to Japanese software and systems.
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NVN

National Vulnerability Number
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NVN

National Vulnerability Number
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National Vulnerability Number

NVN-402-25824
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